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This paper aims to bridge progress in neuroscience involving

sophisticated quantitative analysis of behavior, including the use

of robust control, with other relevant conceptual and theoretical

frameworks from systems engineering, systems biology, and

mathematics.
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This paper aims to bridge progress in neuroscience involving

sophisticated quantitative analysis of behavior, including the use

of robust control, with other relevant conceptual and theoretical

frameworks from systems engineering, systems biology, and

mathematics.

Familiar and accessible case studies are used to illustrate

concepts of robustness, organization, and architecture

(modularity and protocols) that are central to understanding

complex networks.

These essential organizational features are hidden during normal

function of a system, but fundamental for understanding the

nature, design, and function of complex biologic and technologic

systems.
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“Laws” and architectures

• Theory of hard limits, constraints,… (“laws” ) 

• Theory of “architecture”? 

– From platforms to 

– “systems of systems” to 

– Architecture

• Case studies: Internet, turbulence, smartgrid, 
cell biology, wildfire ecology, earthquakes, stat 
mech, brain architecture, UAVs, … 



IEEE TRANS ON SYSTEMS, MAN, AND CYBERNETICS, 

JULY 2010,      Alderson and Doyle
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Robust Fragile
 Metabolism

 Regeneration & repair

 Healing wound /infect

 Obesity, diabetes

 Cancer

 AutoImmune/Inflame
 Fat accumulation

 Insulin resistance

 Proliferation

 Inflammation

• Fragility  Hijacking, side effects, unintended… 

• Of mechanisms evolved for robustness 

• Complexity  control, robust/fragile tradeoffs

• Math: New robust/fragile “conservation laws” 

Accident or necessity?

Both



Chandra, Buzi, and Doyle
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Don’t worry ...

• “There’s an app for that.”

• “The rapture is near.”

• “There’s a gene…

• “The market will...”

• “The new sciences of …”

• “Order for free..”

• “Like, dude, like, chill…” 



In the real (vs virtual) world

What matters:

• Action

What doesn’t:

• Data
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• Learning

• Decision

• …
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Yet Fragile

Fix?

 Obesity, diabetes

 Cancer

 Parasites, infection 

 AutoImmune/Inflame

 Addiction, psychosis…

 Epidemics, war…

Catastrophes

Obfuscate, amplify,…

Accident or necessity?

What matters:

• Action

• Automation

• Limits

• Tradeoffs
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IEEE TRANS ON SYSTEMS, MAN, AND CYBERNETICS, 
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• Each theory  one dimension

• Important tradeoffs across
dimensions

• Progress is encouraging but…
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Physics of Fluids (2011)
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Theory + biology case study

• Universal issues

• Longstanding mystery (century? millennia?)

• Accessible, components “well-known”

• Evolution + physiology + “CDS/CME”

• Broadly relevant

• Science paper in press (w/ Fiona Chandra, 
Genti Buzi)

• Extreme responses typical



Glycolytic oscillations

Hard tradeoffs between

1. Fragility (disturbance rejection)

2. Amount (of enzymes)

3. Complexity (of enzymes)

• Most ubiquitous/studied “circuit” in 
science/engineering 

• New insights and experiments

Metabolic 
overhead
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simple

Metabolic overhead

complex

Hard tradeoffs between

1. Fragility (disturbance rejection)

2. Amount (of enzymes)

3. Complexity (of enzymes)



K Nielsen, PG Sorensen, F Hynne, H-G 
Busse. Sustained oscillations in glycolysis: 
an experimental and theoretical study of 
chaotic and complex periodic behavior 
and of quenching of simple oscillations. 
Biophys Chem 72:49-62 (1998).

Experiments



Figure S4. Simulation of two state model (S7.1) qualitatively recapitulates 
experimental observation from CSTR studies [5] and [12]. As the flow of material 
in/out of the system is increased, the system enters a limit cycle and then 
stabilizes again. For this simulation, we take q=a=Vm=1, k=0.2, g=1, u=0.01, h=2.5.
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experimental observation from CSTR studies [5] and [12]. As the flow of material 
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• Microfluidic experiments

• Yeast strain W303 grown in Ethanol

• Glucose and KCN added anaerobic glycolysis

• NADH measured every 3 s
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• standard biochemistry models
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What reviewers say
• “If such oscillations are indeed optimal, why are they not 

universally present?” 
• “The approach to establish universality for all biological and 

physiological systems is simply wrong. It cannot be done…”  
• “While the notion of universality is well justified in physics, it is 

perhaps not so useful in biological sciences and medicine. To 
develop a set of universal principles for biological and 
physiological systems is mostly likely a dream that will never be 
realized, due to the vast diversity in such systems.”  

• “…does not seem to have an understanding or appreciation of 
the vast diversity of biological and physiological systems…” 

• “…desire to develop rigorous framework is understandable, but 
usually this can be done only by imposing a high degree of 
abstraction, which would then make the model useless …” 

• “… a mathematical scheme without any real connections to 
biological or medical problems…”  



Fragility
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• Domain specific
• Ad hoc
• Phenomenological

Plugging in 
domain details

?
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• Fundamental multiscale physics
• Foundations, origins of

– noise 
– dissipation
– amplification

• General
• Rigorous
• First principle

?



IEEE TRANS ON AUTOMATIC CONTROL, 

FEBRUARY, 2011

Sandberg, Delvenne, and Doyle

http://arxiv.org/abs/1009.2830
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Variety

Huge 

Variety

Bacterial cell



TCA

Gly

G1P

G6P

F6P

F1-6BP

PEP Pyr

Gly3p

13BPG

3PG

2PG

ATP

NADH

Oxa

Cit

ACA

Autocatalysis

Control

• Autocatalytic 
• Complex vs
simple enzymes       

Feedbacks



Catabolism

TCAPyr

Oxa

Cit

ACA

Gly

G1P

G6P

F6P

F1-6BP

PEP

Gly3p

13BPG

3PG

2PG

ATP

NADH



C
at

ab
o
li

sm

AA

Ribosome

transl. Proteins

P
re

cu
rs

o
rs

ATP

ATP

Inside every cell

Ribosomes

make 

ribosomes

Translation: Amino acids 

polymerized into proteins



C
at

ab
o
li

sm

AA

Ribosome

RNA
RNAp

transl. Proteins

xRNAtransc.

P
re

cu
rs

o
rs

DNA
DNAp

Repl. Gene

ATP

ATP

Building 

Blocks

• Translation

• Transcription

• DNA Replication



C
at

ab
o
li

sm

AA

Ribosome

RNA
RNAp

transl. Proteins

xRNAtransc.

P
re

cu
rs

o
rs

DNA
DNAp

Repl. Gene

ATP

ATP

Enzymes

Building 

Blocks

Crosslayer

autocatalysis

Macro-layers

Inside every cell



NucleotidesCatabolism

P
re

cu
rs

o
rs

Taxis and 

transport

N
u

tr
ie

n
ts

Carriers

Core metabolism

Same 

12

in all 

cells

Same 

8 

in all 

cells



G
en

es

Co-factors

Polymerization 
and complex 

assembly
P

ro
tein

s
P

re
cu

rs
o
rs

Autocatalytic feedback

Taxis and 

transport

N
u

tr
ie

n
ts

Core metabolism

DNA 

replication

Trans*

C
at

ab
o
li

sm

Carriers

100 104 to ∞
in one

organisms

Huge 

Variety

12

8



Other examples

Clothing

Lego

Money

Cell biology



Shirt

Slacks

Jacket Tie 

T-Shirt

Socks

ShoesCoat
Shorts

Soft layering



Wool

Cotton

Nylon

Silk

Polyester

Rayon

Shirt

Slacks

Jacket Tie 

T-Shirt

Socks

ShoesCoat
Shorts

Modularity?



Shirt

Slacks

Jacket Tie 

T-Shirt

Socks

ShoesCoat
Shorts

Given a wardrobe (set of garments)

1 <<  # outfits  <<  # non-outfits

(random heaps are of garments are never outfits)



Shirt

Slacks

Jacket Tie 

T-Shirt

Socks

ShoesCoat
Shorts

1 <<  # outfits  <<  # non-outfits

(random heaps are of garments are never outfits)

large thin



large            thin          

1 <<  # toys <<  # non-toys

“order for free”



Letters and words

• 9 letters: adeginorz

• 9!= 362,880 sequences of 9 letters

• Only “organized” is a word

1 <<   (# words)  <<  (# non-words)

large                 thin



Shirt

Slacks

Jacket sweater

T-Shirt

Socks

ShoesCoat
Shorts

In
n
e

r

M
id

d
le

O
u
te

r

S
k
in



Hidden

Robust to variations in

• weather

• activity

• appearance requirements

• wear and tear

• cleaning

System 

constraints



Wool Cotton NylonSilk Polyester Rayon

Cloth

Shirt

Slacks

Jacket Tie 

T-Shirt

Socks

ShoesCoat
Shorts

Sewing



Cloth

Thread

Fiber

Garments

Xform

Xform

Xform

Modularity 2.0

Prevents unraveling of lower layers



Cloth

Thread

Fiber

Garments

Xform

Xform

Xform

Hidden, 

large, thin, 

nonconvex

Outfits

Assemble



Wool

Cotton

Nylon

Silk

Polyester

Rayon

Shirt

Slacks

Jacket Ti

e 

T-Shirt

Socks

ShoesCoat
Boxers

The 

hourglass?

Dress Shirt Slacks Lingerie Coat Scarf Tie  

Garments

Cloth

Sewing

Wool Cotton NylonSilk Polyester

Material technologies

Rayon

Horizontal networks of fibers

V
er

ti
ca

l 
d

ec
o
m

p
o
si

ti
o
n

Horizontal networks of garments



V
er

ti
ca

l 
d

ec
o
m

p
o
si

ti
o
n

In
n
e

r

M
id

d
le

O
u

te
r

Horizontal networks of fibers

Horizontal networks of garments

Cloth

Thread

Fiber

Garments

Xform

Xform

Xform



Cloth

Thread

Fiber

Garments

Xform

Xform

Xform

Universal strategies?

Garments have 

limited access to 

threads and fibers

constraints on 

cross-layer 

interactions

quantization 

for robustness

Even though 

garments seem 

analog/continuous

Prevents unraveling of lower layers



Fiber

Geographically diverse sources

Diverse fabric

Functionally diverse garments

General 

purpose 

machines Diverse Thread

sew

knit, weave

spin



Functionally diverse garments



Cloth

Thread

Fiber

Garments

Fragilities?



Cloth

Thread

Fiber

Garments

Scalable

Sustainable?



Embedded

virtual 

actuator/ 

sensor

Network 

cable

Controller

Lib

App

DIF

Networked/embedded/layered

Lib

Physical 

plant



Embedded

virtual 

actuator/ 

sensor

Network 

cable

Controller

DIF

Physical 

plant

Meta-layering of cyber-phys control



Physiology

Organs

Cells

Layered architectures



Physiology

Organs

Layered architectures

Cells



Physiology

Organs

Meta-layers

Prediction 

Goals

Actions

errors

ActionsC
o

rt
e

x







Which blue line is longer?



Which blue line is longer?



Which blue line is longer?



Which blue line is longer?



Which blue line is longer?



Meta-layers

Fast,

Limited 

scope

Slow,

Broad 

scope

Unfortunately, we’re not 

sure how this all works.



Shirt

Slacks

Jacket sweater

T-Shirt

Socks

ShoesCoat
Shorts

In
n
e

r

M
id

d
le

O
u
te

r

S
k
in

Selection

assembly



Cloth

Thread

Fiber

Garments

Xform Ctrl Mgmt

Networked, 

universal, 

layered
Xform Ctrl Mgmt

Xform Ctrl Mgmt

Xform Ctrl Mgmt

D
o

m
a

in
 s

p
e

c
if
ic



Cloth

Thread

Fiber

Garments

Xform Ctrl Mgmt

Networked, 

universal, 

layered
Xform Ctrl Mgmt

Xform Ctrl Mgmt

Xform Ctrl Mgmt

D
e
m

a
n

d

S
u

p
p

ly



Cloth

Thread

Fiber

Garments

Xform Ctrl Mgmt

Networked, 

universal, 

layered
Xform Ctrl Mgmt

Xform Ctrl Mgmt

Xform Ctrl Mgmt

C
o

n
tro

l

S
u

p
p

ly

Complexity?



Yet Fragile

Fix?

 Obesity, diabetes

 Cancer

 Parasites, infection 

 AutoImmune/Inflame

 Addiction, psychosis…

 Epidemics, war…

Catastrophes

Obfuscate, amplify,…

Accident or necessity?

What matters:

• Action

• Automation

• Limits

• Tradeoffs



THE END OF THEORY
Scientists have always relied on hypothesis 
and experimentation.  Now, in the era of 

massive data, there’s a better way.

“All models are wrong, and increasingly 

you can succeed without them.”



Save our 

children

Peta-

philia

There is a 

treatment.



New words

• Peta-philia: Perverse love 

of data and computation

• Peta-fop: Someone who 

profits from peta-philia

• Exa-duhs: Loss of clue 

from excessive peta-philia



Fortunately 

there seems 

to be a 

treatment

Not yet in 

widespread use

Peta-

philia



Case studies

wasteful

fragile

Sharpen 

hard bounds

bad 

Find and 

fix bugs



wasteful

fragile

bad 

Find and 

fix bugs



App App
Applications

Router



Chiang, Low, Calderbank, and Doyle



TCP
IP

Physical

MAC

Switch

MAC MAC

Pt to Pt Pt to Pt

Diverse applications

Layered architectures



Control

Compute

Internet

optimization

operating systems

“Layering as optimization”

robust control

• 10+ years of progress & impact…

• Static optimization  dynamic control

• Wireless, scheduling, net coding, …

• But….

• Something is wrong architecturally

• Better protocols/control won’t fix it

• Design: from protocols to architectures



Layered architectures everywhere

• Computers, Internet, software… cyber-physical?

• Bacterial biosphere

• Evo-devo

• Brain

• Lego, clothing, supply chain, … 

• Useful “comparative physiology”



TCP
IP

Physical

Diverse applications

Layered architectures

Diverse



OS

Physical

Diverse 
applications

Layered architectures

• OS allocates/shares 

– diverse resources among 

– diverse applications

• “Strict layering” crucial, 

e.g. clearly separate

– Application name space

– Logical (virtual) 

name/address space

– Physical (name/) address 

space

• Name resolution w/in appls

• Name/addr transl X layers



OS

Physical

Diverse 
applications

Layered architectures

In operating systems:

Don’t cross layers

(rings)

Direct 

access to 

physical 

memory?

In programming:

No global variables



Problems with leaky layering

Modularity benefits are lost

• Global variables?   @$%*&!^%@& 

• Poor portability of applications

• Insecurity of physical address space

• Fragile to application crashes

• No scalability of virtual/real addressing

• Limits optimization/control by duality?



App App
Applications

Router

IP addresses 

interfaces 

(not nodes)



App App

IPC

Global 

and direct 

access to 

physical 

address!

Robust?

• Secure

• Scalable

• Verifiable

• Evolvable

• Maintainable

• Designable

• …

DNS

IP addresses 

interfaces 

(not nodes)



OS

Diverse hardware

Layered architectures

Little 
diversity

Diverse applications



OS

Diverse hardware

Layered architectures

“Hourglass”

Diverse applications



Physical

IP

TCP

Application

Naming and addressing need to be 

• resolved within layer

• translated between layers

• not exposed outside of layer

Related “issues”

• DNS

• NATS

• Firewalls

• Multihoming

• Mobility

• Routing table size

• Overlays

• …



Architecture 

is not graph 

topology.

Architecture 

facilitates 

arbitrary graphs.

Persistent 

errors and 

confusion.





Notices of the AMS, 2009



wasteful

fragile

slow
Good case studies

bad 

worse

“New sciences” of 
“complexity” and 
“networks”?



“New sciences” of 
“complexity” and 
“networks”? worse

• Edge of chaos
• Self-organized criticality
• Scale-free “networks”
• Creation “science”
• Intelligent design
• Financial engineering
• Risk management
• “Merchants of doubt”
• …

• Science as pure fashion
• Ideological
• Political
• Evangelical
• Nontech trumps tech



D. Alderson, NPS 178



Complexity = hard to understand, explain

• “Complexity science” = persistently in error

– bionetworks: gene regulation, metabolism, PPI

– wildfires, earthquakes

– Internet, power grid

• Minimal impact on technology

• Diminishing impact on biology

• Of concern in medicine, neuroscience



Complex systems?

Fragile

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …

Even small 

amounts can 

create 

bewildering 

complexity



Complex systems?

Fragile

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …

Robust



Complex systems?

• Resources

• Controlled

• Organized

• Structured

• Extreme

• Architected

• …

Robust complexity

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …



Architecture

• Resources

• Controlled

• Organized

• Structured

• Extreme

• Architected

• …

Robust complexity

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …



New 

words
Fragile complexity

Emergulent

Emergulence

at the edge of 

chaocritiplexity

• Scale

• Dynamics

• Nonlinearity

• Nonequlibrium

• Open

• Feedback

• Adaptation

• Intractability

• Emergence

• …
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Blunted turbulent 
velocity profile

Laminar 

Turbulent 
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“turbulence is a 
highly nonlinear 

phenomena”



0u 
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Small Large

Robust
Simple

2d, linear

Organized

Computer

Fragile
chaocritical

3d, nonlinear
Irreducibile?

Complexity?

mildly
nonlinear

highly 
nonlinear



Irreducibility and “intelligent design”

Rube Goldberg



The essential 

ID argument

If biology is like this,

then it could not have evolved.

• This is actually true, and in fact…

• If biology is like this,

• then it would be too fragile to persist,

• and would need the constant intervention of 

supernatural forces



The flaw

• It is too fragile to actually build.

• Neither biology nor (most of) technology is 

anything like this.

• Who said otherwise?  Lots of real scientists!

• Oops! (But we are too fragile and unsustainable.)

This is a 

cartoon.


